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Log-ins strengthened to thwart hackers

Crackdown prompted by exposed security flaws

Lauren Thompson

Money Central

Barclays has changed its online banking log-in procedures after Times
Money exposed security flaws.

Last month we reported that it was possible for people to hack into
accounts and view recent transactions. Barclays’ “Instant Access” service :
allowed customers to log in using only four pieces of data — surname,
date of birth, 16-digit card number and three-digit card security code. Ben :
Smyth, at the University of Birmingham’s School of Computer Science, !
said that this information was too easy to obtain.

i Five tips to avoid capital
Although hackers would not be able to move money out of the account, : gains tax

they could view recent transactions, the account number and sort code.
This information could be enough for a fraudster to set up fake standing
orders or direct debits from the victim’s account.

However, the Instant Access service has been dropped and replaced £
with “Basic Access”, which provides the same facility but with enhanced 4 = Lyl : B
security. Customers have to opt in to the service, and now require a user-: The ten most expensive
generated password as well as their surname, date of birth and 16-digit : postcodes for insurance
card number to access their account. :

o o i & Money Central
“The site is now more secure — it's just a |
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Related Links shame that Barclays compromised the

financial privacy of their customers for
nearly a year before fixing it,” Mr Smyth
says.

& Credit card fraud down while
online banking crime rises
# Fraud by bank staff puts
Barclays’ online customers are now
greeted with a new message saying
“Logging in just got a whole lot easier”.
But Mr Smyth says: “This is nonsense and mere PR. Log-in just got more
complicated, because they added security.”

accounts at risk

A spokeswoman for Barclays insisted that the change was nothing to do
with Mr Smyth’s published paper on the bank, which it was asked to
respond to in September. “These changes are part of the transformation
programme which has already seen a site redesign and new
functionality, with more to come over the next year,” she said.

“They were scheduled prior to recent reports, which we maintain do not
present a realistic threat.”

Online banking losses totalled £59.7 million in 2009 — a 14 per cent rise
on the previous year. “This increase is largely due to criminals using
malware [malicious software], rather than the banks’ own systems, which
are more difficult to attack,” says a spokeswoman for the UK Cards
Association.

Malware viruses hide in computers, recording every key that someone
presses when using his or her computer, to collect passwords, credit
card numbers and other confidential data.

There were also more than 51,000 phishing incidents in 2009 — where a
victim clicks on a link in an e-mail and is taken to a bogus site to input
finan-cial details.
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